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Organisation Profile
1. **Federal legislative engagement:** Intel actively advocates for a unified federal privacy framework to replace the patchwork of state laws, reducing compliance complexity and enabling consistent data practices across its hardware, software, and AI product lines.
1. **AI & edge computing policy:** Intel has a material interest in how privacy rules intersect with AI training, on-device data processing, and semiconductor design — particularly as regulators increasingly target data minimisation and purpose limitation in AI pipelines.
1. **Supply chain & cross-border data flows:** Intel's global manufacturing and R&D footprint means that U.S. data localisation proposals or restrictions on international data transfers directly affect operational efficiency.
1. **Consumer trust & transparency:** Intel publicly supports privacy-by-design principles and has embedded privacy engineering into its product development lifecycle, giving the company a genuine stake in workable technical standards and regulatory safe harbours.
1. **State law proliferation risk:** With 20+ state privacy laws now in force, Intel faces compounding compliance obligations; it has strong incentives to advocate for federal pre-emption as a cost and risk management priority.
1. TOP LEGISLATIVE DEVELOPMENTS
1. ━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━

Priority Legislative Developments

	INITIATIVE 1 — PRIORITY: HIGH



** American Privacy Rights Act (APRA) — 2025 Reintroduction
	Type
	** Legislation (Federal Bill)

	Lead Authority
	** House Energy & Commerce Committee; Senate Commerce Committee

	Status
	** Reintroduced; under committee consideration

	Key Date
	** Reintroduced April 2025



What it does
The American Privacy Rights Act was reintroduced in the 119th Congress following its failure to advance in 2024. The bill establishes a national baseline for data privacy, including rights to access, correction, deletion, and data portability for consumers. It imposes data minimisation requirements — permitting companies to collect only data necessary for specified purposes — and introduces a private right of action allowing individuals to sue companies for violations. The bill includes provisions specifically addressing algorithmic decision-making and automated systems. A key contested point remains the scope of pre-emption of state privacy laws and the strength of the private right of action.
Relevance to objectives
A federal privacy law with strong pre-emption provisions is a core Intel advocacy objective, as it would replace 20+ state frameworks with a single compliance baseline. However, the private right of action and strict data minimisation rules could create litigation exposure and constrain Intel's AI training and edge-computing data practices.
Why it matters
APRA represents the most viable federal privacy legislative vehicle in years. Failure to shape its provisions now — particularly on pre-emption scope, technical standards safe harbours, and B2B data carve-outs — means Intel would operate under whatever framework emerges without its input baked in.
Implications
The data minimisation and purpose limitation clauses directly affect how Intel's AI and analytics products handle telemetry and on-device data. Intel must secure workable definitions of "necessary" data processing and ensure hardware-level privacy features are recognised as compliance mechanisms.
	Recommended action: 
▶ ENGAGE NOW — Submit formal comments to the House Energy & Commerce Committee and engage directly on the private right of action scope and technical standards safe harbour provisions before markup.



Sources
• House Energy & Commerce Committee — American Privacy Rights Act — April 2025
• IAPP — APRA 2025 Reintroduction Analysis — April 2025
• Congress.gov — APRA Bill Text and Status
• ━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━



	INITIATIVE 2 — PRIORITY: HIGH



** FTC Commercial Surveillance Rulemaking — Status Under Trump Administration
	Type
	** Regulation (Federal Rulemaking)

	Lead Authority
	** Federal Trade Commission

	Status
	** Effectively stalled; under review by new FTC leadership

	Key Date
	** Original ANPRM August 2022; review ongoing through 2025



What it does
The FTC's commercial surveillance rulemaking, which sought to establish binding rules on commercial data collection, use, and sharing practices, has been substantially deprioritised under the new FTC leadership appointed by the Trump administration in early 2025. The new majority has signalled a preference for targeted enforcement actions over broad rulemaking, and has halted or slowed several Biden-era regulatory initiatives. However, the FTC retains its Section 5 unfair and deceptive practices authority and continues to bring enforcement actions — particularly in the areas of AI, children's data, and sensitive health data — meaning case-by-case liability risk remains material even without a final rule.
Relevance to objectives
While the stalling of the rulemaking reduces near-term regulatory compliance burden, the shift to enforcement-first posture creates unpredictability. Intel's data-intensive products and services remain exposed to FTC action under existing authority, and the absence of a clear rule makes legal risk harder to plan around.
Why it matters
The FTC's enforcement trajectory under new leadership will define the practical privacy compliance standard for U.S. technology companies for the next two to four years. The commission's focus on AI-related data practices is directly relevant to Intel's AI product portfolio.
Implications
Intel should expect continued FTC scrutiny of AI training data practices, data broker relationships, and children's data handling — regardless of rulemaking status. Consent and transparency practices must be defensible under Section 5 even in the absence of a formal rule.
	Recommended action: 
▶ MONITOR CLOSELY — Track FTC enforcement actions in the AI and semiconductor sectors for signal on enforcement priorities; adjust internal compliance posture accordingly.



Sources
• FTC — Commercial Surveillance Rulemaking Docket
• IAPP — FTC Leadership Change and Regulatory Outlook — 2025
• Federal Register — FTC ANPRM on Commercial Surveillance
• ━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━



	INITIATIVE 3 — PRIORITY: HIGH



** Executive Order on Data Security & Data Broker Restrictions (Bulk Sensitive Data)
	Type
	** Executive Order / Agency Implementation Rules

	Lead Authority
	** Department of Justice; Department of Homeland Security

	Status
	** In force (EO issued February 2024); implementing regulations finalised December 2024 / in effect April 2025

	Key Date
	** Final Rule effective 8 April 2025



What it does
The Biden-era Executive Order on Preventing Access to Americans' Bulk Sensitive Personal Data directed the DOJ to promulgate rules restricting the sale or transfer of bulk categories of sensitive personal data — including genomic, biometric, health, geolocation, and financial data — to "countries of concern" (primarily China, Russia, Iran, North Korea, Cuba, and Venezuela). The DOJ's final implementing rule took effect in April 2025. It imposes due diligence, audit, and contractual obligations on covered transactions and establishes a licensing regime for restricted but permissible data flows. The Trump administration has elected to maintain and enforce these rules, given their national security framing.
Relevance to objectives
Intel's global R&D and manufacturing operations involve cross-border data flows, including with entities in or connected to countries of concern. Telemetry data, employee data processed overseas, and data embedded in AI training pipelines must all be audited against the rule's coverage categories.
Why it matters
This is the most consequential active federal data regulation with immediate compliance obligations. Non-compliance carries civil and criminal penalties. The rule's broad definition of "covered data transactions" means many routine business arrangements — vendor contracts, cloud services, joint ventures — require legal review.
Implications
Intel must conduct a supply-chain and data-flow audit to identify covered transactions; implement contractual safeguards with foreign vendors; and assess whether any AI training data sets or semiconductor design data fall within bulk thresholds. A licensing application may be required for certain cross-border R&D collaborations.
	Recommended action: 
▶ ENGAGE NOW — Commission an immediate internal audit of cross-border data flows against the DOJ rule's coverage definitions; engage outside counsel with national security clearance where classified guidance is relevant.



Sources
• U.S. Department of Justice — Final Rule on Bulk Sensitive Personal Data — December 2024
• Federal Register — DOJ Bulk Data Final Rule — 2024
• DOJ National Security Division — Implementation Guidance
• ━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━



	INITIATIVE 4 — PRIORITY: MEDIUM



** State Privacy Law Proliferation — 2025 Wave (Texas, Indiana, Iowa, Tennessee, Oregon, Montana, Others Activating)
	Type
	** State Legislation (Multiple)

	Lead Authority
	** Various state legislatures

	Status
	** Multiple laws entering into force throughout 2025

	Key Date
	** Multiple effective dates — see below



What it does
At least six additional state comprehensive privacy laws became effective or are activating enforcement mechanisms in 2025, including Texas (TDPSA enforcement scaled up), Minnesota (effective July 2025), Maryland (effective October 2025), and New Hampshire (effective January 2025). Each law imposes varying combinations of consumer rights, opt-out obligations for targeted advertising and data sales, data protection assessments, and controller/processor contractual requirements. The Maryland law is notably stricter — it bans the sale of sensitive data categories outright in several contexts, a higher standard than most peer states.
Relevance to objectives
Each new state law adds a distinct compliance layer to Intel's U.S. operations. Differences in definitions (e.g., what constitutes a "sale" of data), opt-out mechanisms, and sensitive data categories create a complex matrix that undermines Intel's objective of operational consistency and strengthens the case for federal pre-emption.
Why it matters
Maryland's near-GDPR-level restrictions on sensitive data represent a meaningful escalation in U.S. state privacy standards. If other large-population states follow Maryland's model, the de facto national standard could be set by the strictest state rather than federal legislation.
Implications
Intel's consumer-facing products and B2B data services require jurisdiction-specific compliance mapping. Data protection impact assessments must be maintained and refreshed as new state laws activate. Privacy programme resources will need to scale accordingly.
	Recommended action: 
▶ MONITOR CLOSELY — Track Maryland and Minnesota enforcement posture in late 2025 as bellwethers; use the compliance gap analysis to strengthen Intel's federal pre-emption advocacy with concrete cost data.



Sources
• will need to scale accordingly.
• Recommended action**
• ▶ MONITOR CLOSELY — Track Maryland and Minnesota enforcement posture in late 2025 as bellwethers; use the compliance gap analysis to strengthen Intel's federal pre-emption advocacy with concrete cost data.
• Sources**
• IAPP — U.S. State Privacy Legislation Tracker — 2025
• Maryland General Assembly — Maryland Online Data Privacy Act
• Minnesota Legislature — Minnesota Consumer Data Privacy Act
• ━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━━



	INITIATIVE 5 — PRIORITY: MEDIUM



** Children's Online Privacy Protection Act (COPPA) 2.0 Rule & Legislative Proposals
	Type
	** Regulation + Legislation

	Lead Authority
	** FTC (final rule); Senate Commerce Committee (legislative proposals)

	Status
	** FTC COPPA Rule amendments finalised January 2025; legislative proposals pending

	Key Date
	** FTC final amendments effective April 22, 2025



What it does
The FTC finalised amendments to its COPPA Rule in January 2025, expanding protections for children under 13 and introducing new requirements around push notifications, data retention limits, and parental consent mechanisms. Separately, Congress continues to advance COPPA 2.0 legislative proposals that would extend protections to teens under 17 and impose stricter limits on behavioural advertising targeting minors. The FTC rule is in force; the legislative version remains in committee but has bipartisan support.
Relevance to objectives
Intel's consumer hardware products — including devices sold for educational use and gaming — may be used by children, and Intel's software/AI services embedded in third-party platforms could trigger COPPA obligations depending on how "directed to children" is interpreted. Edge AI processors used in connected toys or educational devices are particularly exposed.
Why it matters
COPPA violations carry significant per-violation civil penalties. The FTC has signalled continued aggressive enforcement in this area regardless of broader deregulatory trends, making children's data one of the most reliably enforced areas of U.S. privacy law.
Implications
Intel must audit which of its products and services could be deemed directed to children or likely to be used by minors, and ensure data minimisation, retention, and parental consent mechanisms are compliant with the updated rule. Partner and customer agreements should be reviewed to allocate COPPA liability appropriately.
	Recommended action: 
▶ ENGAGE NOW — Review product line exposure to updated COPPA Rule; engage with the FTC's public comment process on any further COPPA guidance and advocate for workable definitions of "mixed audience" platforms relevant to hardware manufacturers.



Sources
• FTC — Updated COPPA Rule — January 2025
• Federal Register — COPPA Rule Amendments — 2025
• Senate Commerce Committee — COPPA 2.0 Legislative Status
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